viascepe

IPScan Probe 50
dax L AI=Z2XI0IE

Version : 3.5.1.0

INFORMATION MANAGEMENT
AS A3 At
NEA Z2E7 =S 714-681X L2 E 45 135-884
&35t 02-3412-9700 A 02-3412-9800

" )

dl
0
H

=
=]

[
=

http://www.scope.co.kr
http://www.ipscan.co.kr

E-mail:scopeinc@scope.co.kr



IPScan Probe 50 &X| 2 AEXII01E

= X

] PP 3
TLTUIPSCAN AT oo e e 4
1.2 IPSCAN BT 28TH o e 5
1.3. IPSCAN PROBE 50 & & ARl ..o 6
1.3, RIS A TH A 6
1.3.2. 1PScan Probe 50 & X ......cooiiiiiiii e 8
1.3.8. EHOIE S Ol88 B 9

. IPSCAN PROBE 50 AFE B ...ttt e et e e e e 10
2.1 MAIN MENU ..o e e 11
2.2, SYSTEM. .ttt e 12
2.2.1. ARP check Interval [Online](min)/[Offlinel(min)..............cooiiiiiiiiiiiiii, 13
2.2.2. Off range Interval (MiN) ........cooeiiiiii e e 13
2.2.3. Automatic Private |IP addressing detection ..............coooiiiiiiiiiiiin i 14
2.2.4. Maximum ARP Packet Per SEC .......c.ovuiiiiiiiiii 14
2.2.5. Excess ARP Packet suspension period (SEC)............ovvuvvveeiiiiiiieeeiiiiiieeeeeiiins 15
2.2.8. PASSWOIQ ...ttt 15
2.3, AN L 16
2.4, RETURN TO DEFAULT ...ttt ettt e e 17
2. D AV E 17
2.8, SAVE G APPLY ..ottt 17
2.7, SYSTEM SHUTDOWN ..ottt ittt e ettt et et e e e e ees 17
2.8, SYSTEM STATUS .. ..ttt ettt et et 18
2.9. OPERATING CONFIG ...ttt ettt et e 19
210, TAKE OVER ...ttt e e 20
2. 10 PING TEST ittt e e 22
B S it ettt et e et eaaaaas 23
Bl B AL B 24
B QA 25



IPScan Probe 50 &X| & AIEXII0IE

IP/MAC resource Management and network security solution
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1.2. IPScan M3 AM

IPScan M&=2 #d2 Usl &sLIth

@

2 WESRAa &&= s 25LI0H

Zyzy o]l A1 EL VLANO| A X%+ [PScan Probe

B [PScan Probe 50 :
v 1 Port ¢ 10/100 Mbps Ethernet Interface & #d 3 t}.
v it dES T AesEs AAH A

B [PScan Probe 100

v 1 Port ¢ 10/100 Mbps Ethernet Interface & *d 3t t}.

v T A ot UEY A HEHes AAE AEFYU
B [PScan Probe 100A

v 1 Port ¢ 10/100 Mbps Ethernet Interface & A3},

v T A ot UEY A HEHes AAE AEFYU
B [PScan Probe 200

v 2 Port ¢ 10/100 Mbps Ethernet Interface & #|dgt}.

v S R MEY A H8HEE A AFIHTh

[PScan Probe 600

v 6 Port €] 10/100 Mbps Ethernet Interface & *|d gt}

v datR vEY A AEH s A" AFdUh

X= [PScan Probest A1 A4S Aot T4l EEE ProbeZH-E HolH

22N Ble] o] = DBoﬂ A 7skal, [PScan ConsoleZF-E A% Probe¥d AA

ALEES Probe® A48} [PScan Server.
A Probed] H]O]Eig} FHE A HJES S8 23 2 BT 5 d= AFEA
o1E] #| o]~ [PScan Console. £

IP Scan Server DB Server  IP Scan Console

IP Scan Probe
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=
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IP/MAC F2~of tist et 2 sjjAl 7]
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g 2te] A4 we} DHCP AH 7% 43
2] z}2]
2] z}2]

Ao wel TCP E£Eo] thdk An]~
Aol wep 292 XE Ao V5 3

o

A&otH €8

IS

RHE

A

CPU

AMD AUL 1550 MIPS Core (333MHz)

Memory

64Mbyte DDR RAM

Flash Memory

4AMbyte NOR Flash, 16Mbyte NAND Flash

Interface

Ethernet 10/100bps (RJ-45) 1XE, RS-232 2& 1X

E

118mm(W) x 30mm(H) x 118mm(D)

2% 0~40TC, 8% 0~90%

Linux Kernel 2.4.20

DC 5V/3A, 15W (DC OIEEH ALR)

IEEE 802.1q XI&
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IPScan Probe 502 MI& Z& WOl OtchHel LHE=S0l ZSENH JU=K &ILICH

IPScan Probe 14

IPScan Probe &XI Jt01& 1&

HAAOIZ 1K

Alelg £ HZE RS232 H0I= 14

HERZ A& & RJI45 AH0I= 1K
i

19QIX| RackOl DAAI2IJ] |8 Rack Mount THIE

@ ©® 0 O

02

e. ZHl 224

IPScan Probe 50 & H= IPScan Probe 50 EHE

DCSY

e P | OQO O
TP raresaimit L notwerk Coortty @ =SEE®

10100 I:l @ .M Ethernet c . @
Ohs0le

Ftotus l:‘

Activity ||

@ LED®Z :IPScan Probe®l OIOIEl XMel &Ei2t Ul AEHE 2HSLICH
» Power: 80| HZEH =M HS ELICHL
> 10/100 @ &M HS Al 10Mbps =&=2 HZE AMEHOIH =M HFS Al
100Mbps =55 AHAZE AMEHLIC
> Status: IPScan Servere?} A4 A4 Al 5 H ™ IPScan Servere}t 2o 2
o™ Ad Hut
> Activity : IPScan Probedt HIERIZRH CIOIE =& Al
@ Ethernet : IPScan Server 22l S4& % OO0IH &S <ol RJ-45 HOISS
OlZ2oiA UERKAINH HAZSLIC
® Console : IPScan ProbeE 2£ =% HOcte &<, RS232 22£ A0S AZELICL
@ MHA g MAHOISS OISHAM HAN AZELICH
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1.3.2. IPScan Probe 50 & Xl

IPScan Probe 50 = JIE2 UEKI0N Oist 4 HZF 0| Ethernet A0 =g

&Xlotd = UAsLICL
gdl EXl= U882 =0 Tt JASLICH

D IPScan Probe 50+ 3+ 7019 10/100Mbps Ethernet InterfaceE A HY3tE=Z oY
ATHES #staat 3 dos Ak ~90x] E JdAFYTh ©, dolE
A e AdEe P 72 #EE AsME e WEZ St Aox g )9
ProbeZ Ax&la, 7}F4 A9 dMe] 2% £E AAste A4S AFTYUT

@ A=A 3taA s A9 A IPScan Probedll Aol &3} RJ45 LAN Aol &S A4
Fasi=

3 IPScan Probe®] A9 25 HUt}.

@ AFTH RS232 F&£701E 2] &L& [PScan Probeo] ¢1Z23la 3%S Z&9 COM

Y EO dZ3 & Huld AZXEYo 55 o]&3A [PScan Probeol &)

Jl2 UWERZA 74 ol

Sinale Seament &4

IP Scan Server DB Server  IP Scan Console

Backbone Switch

IP Scan Probe 50

IP Scan Probe 50

IP Scan Probe 50 '%_ _% ‘ IP Scan Probe 50
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IPScan Probe 50 2 2ds fdlA= E= EOIE (Telnet) 0ILF PC E0| ME6t= EHOlE
S A

21 = 2= 85 Ml UERZD €32 fldl B0IE S2 01200 22 I X LI
o

2CS DBt PC AIAEE2 HOIE oiSdold AZEANC [SHOIHEDIE]0l MSELUICH

Step1 o}¥Q] AFES o83 HYEY SEAHRE dAstn [A]S A8 [PScan Probe

2l x|
S0l WE/ZB) 38400
HIE/5(8): [36000 | HlolE wE 8
gl . o
HOIE HED): 3 | A2y - SR
HREE): [25 5 AR HE : 1
A HIEE): [T = 55 Al =
=2 FOKE): [EEET—— <
Jl=z =2E)

[ =an ]l == | =22m |

Step2 EIH|ES o]&3le] &I Password o] YERgULh HE HE AdE
Password 7} A& &0} Qx ¢omz [Enter]E FEAA olzfe] %7] [Main Menul=®
=012 & dFyh

Step3 &0l AEetd thEd 22 wlyrsiwo] yEbdth

Main Menu

System

LAN

Return to Default
Save

Save & Apply
System Shutdown
System Status
Operating Config
Take Over

0. Ping Test

Exit

SN RN=
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IP/MAC resource Management and network security solution

www.scope.co.kr

0l #0lA= IPScan Probe 50 2| Ol AMS80 e LHE=2 CHELUICT
(=]

2A2tol s A% YYD FO AFS0l AMWGLICH

2.1. Main Menu 11
2.2. System 12
2.2.1. ARP check Interval [Online](min)/[Offline](min) 13
2.2.2. Off range Interval (min) 13
2.2.3. Automatic Private IP addressing detection 14
2.2.4. Maximum ARP Packet per sec 14
2.2.5. Excess ARP Packet suspension period 15
2.2.6. Password 15
2.3. LAN 16
2.4. Return to Default 17
2.5. Save 17
2.6. Save &Apply 17
2.7. System Shutdown 17
2.8. System Status 18
2.9. Operating Config 19
2.10. Take Over 20
2.11. Ping Test 22
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2.1. Main Menu

[Main Menu]&= IPScan Probe 21 21 HMOH ERF 2= JIsES E0HE

[e=]
2= liw=2 "ots JIssl HaE YHote Az JAFLICH

— U

Main Menu

Manin Menu Select a number :

SN RN=

System

LAN

Return to Default
Save

Save & Apply
System Shutdown
System Status
Operating Config
Take Over

. Ping Test

Exit

NO ATy 4

1 | System IPScan Probe Password ¥ ARP #%F7] 55 44
2 | LAN IPScan Probe 9 Serverd] tjgt M ES FA58 AA
3 | Return to Default A8l A gk 27]3)

4 | Save Al2=' el digk MAANGS A%

5 | Save & Apply A28l el e MAAS A B AE

6 System Shutdown IPScan Probe A|2~®l £&

7 | System Status [PScan Probe®] AA| A28l A4 HHE AT

8 | Operating Config IP/MAC =gt 71550 thsk A4 A& 7%

9 | Take Over [PScan Probe ©|&3} A4

10 | Ping Test HWEHNA A4gE A% Ping 7%

0 | Exit T35

11




IPScan Probe 50 &X| & AIEXII0IE

2.2. System

IPScan

Step1
Step2

12

Probe 2t IPScan Server 2t2l
IP = HE Ol CHet dIOolE

A XX
T—e T

S4=FJ 28 & IPScan Probe Jt Ztelot= 2

=
Il =ol 2 8FE & USLICH

< =2 AN

[Main Menulell A 1 ¥ [System]< A&},

[Online] (min)

opefjeb e wHrstdo]l yehuw dAsua sk Hlare] WEE Y9stal [EnterlE
Uy
System
1.  ARP check interval [Online](min) [5]
2. ARP check interval [Offline](min) [10]
3. Off range Interval(min) [0]
4. Automatic Private IP addressing detection [Off]
5. Maximum ARP Packet per sec [5000]
6. Excess ARP Packet suspension period(sec) [1]
7. Password
0. Main Menu
NO |57 A RS
1 | ARP check interval IPScan Probe7} @&t [PF4 thde] tigh dlo] 5E

H ddolEE 93l Active’dEl] Pl dis]A ARP
A2 e Agshe 718 AR,

2 | ARP check interval IPScan Probe”} #&]slE IPF4 tiFo] gt dlo] 10%
[Offline ](min) B dulo]EE 98] Non-Active’dElSl 1Pl o 3f A
ARP #7& AEete 7715 AAYh
3 | Off range Interval Wl xy IP A& A A5V 4. 0
(min)
4 | Automatic Private IP | DHCPE AF&3l= 27 uloA] DHCP AW =Z4-E Off
addressing detection | [IPFAE 9 w2 X3 AFEA7E S A9 MS
Windows OSolA dojz Fox]&= [PFiol ths)
Probe7} o] o¢] IPF4el dhajA W9 ¢ =21 %
bt A E 3 ANAE AA
5 Maximum ARP IPScan ProbeollA @Ast= ARP 3% 5 A3 | 5000
Packet per sec Sh=
6 | Excess ARP Packet ARP 3|79 I} A ot WEYT HIsE & 1%
suspension period o]7] #1al ARP#|7Zlo] AA3 Hujgts ZIsto] A
(sec) e 2 AR AGFI] o] thA] A T
T UEF AgFr|E A4,
7 | Password s M
0 | Main Menu Main Menu®Z ©]-&
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2.2.1. ARP check Interval [Online]l(min)/[Offline](min)

=

Step1

Step2

Step3

Step4

SFE FII0CH ARP TH2!S 0IE0t0 2 IPF=AS0 et On/Off &EHE M LICH

Online 48] A=+ [Main Menu] -> 1. [System]

tlo
o
5T
ol
K
—_
w2
o
o
&2
i)
°
O

System setting. Select a number @ 1

Utk 0-1440 2744 1g7bsslar, 723 529,

gt
e 9838t [Enter]lE F54Yth

Enter the data forwarding interval between 0-1440 minutes : 5

Offline A8 # =+ [Main Menul -> 1. [System]<& A€sta, 2 HS Heigtc},

System setting. Select a number : 2

73t 0-1440 714 gE7bseta, 71 B ae 10 &4yt
S 9=Es 2 [Enter]E F5UYth.

Enter the data forwarding interval between 0-1440 minutes : 10

$lo] HA o%lxl—t— Probe7]' Zy A P4 5 289 Ao e F4AE SR HFe=
AAsta, 2 ZEkel Ao Qs FAE 108 7HF0 8 AFste] a1 AALEFTFE gy,
2.2.2. Off range Interval (min)
22| Oia g2 8350 JUs IP =4 Y 0122 P JF 228D AHZ 8HAZW IP
OIHIEES NM5GHAH ELICH Ol 89 =1 O|HES M5 FIIE && &LUL
Step1 [Main Menu] -> 1. [System]& A& ataL, [System] #lrol A 3 HS eyt
System setting. Select a number : 3
Stepz 2AFIA s 7 @& AAska, [Enter]F FEU

1-1440%744 A4e] b5 g,
-1 ghe AAE Wl 23 oMES A AFaA egth

> 0 %e AAekd Wl znha 1ol thalA B 1Pl e o[WME WA A Prober} A
Ao} R Wx dAT AEFGUT

Enter the Off range send interval between —1~1440 minutes.
If this value is -1, This event will be ignored.

Enter the value : O

13
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2.2.3. Automatic Private IP addressing detection

AZXS WESRID &30l DHCP ANHE 0lEotK IP =42 €Eotl U= B, DHCP

NHZEH IP =AE &Y 22X Role AMEANIF 2dlg = ASLICH 0l % Microsoft
Windows OS I = Ol&l AFSXS0HH 22l=Z 169.254. X.X tHE2| IP F=AE S0 &LICH
Ol JIs2 0l &2 &0l LAGHA ZIH 0l Joo IP=4A HEU ot JIES dE
o9 HRAZU Al HMGtE OIMIE 2% 22 HEHeZ HAZM IPFAZE d5g AKX
Ot X0l CHet &8 = & = JAESE SLICL
Step1 [Main Menu] -> 1. [System]& A& slaL, [System] wlpellA 4 HES &gy
Automatic Private IP addressing detection
0. On
1. Off
Step2  169.254.x.x Wl dial] M [PFAE AEFT lolH 0¥, HE3HA &5 3lojd 1
e Hegc
2.2.4. Maximum ARP Packet per sec
IPScan Probe OlA ZtelCHal HRAZ &FEN Az IPF=A A0 ot 1 A SSS &

& =
els <loff ddot= ARP 2l =5 &8 &LIth
otctet ARP 2! d4d=2 UERIDN UHFotE MY == U222 IPScan ProbelilA =
Ml HHIOA Zd0t= ARPIHZIS HESE2Z |XotJl fldi 0l JIsS MEStD US

LICt.

Step1 [Main Menu] -> 1. [System]& A €8}l [System] HlirollA 593 A&}

System setting. Select a number : 5

Step2 1% WAEE ARP 719 Hdjghs A3yt
1-9999714] A A o] 7bsahH, FAZ}A LﬂEﬂEL TrEe] el AAHE WA F dsunh
71 B Zke 50002 AA o] dsyth.

Enter Maximum ARP Packet per sec
Enter the value : 5000

129 ARP 91Z1-& 500070 o] HAA71A] s dAHAGFYT

14
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2.2.5. Excess ARP Packet suspension period (sec)

12l 2.2.4. Maximum ARP Packet per secHl A &A&st THA! XISt =JF HAE
HER32 HEot HXNE 2ol ARP TH2! M4 XIS

=
= 10000 Olat ARP Ii2lS dHotAl ¢S ZFE0 UASLICH

Note o] AaF715 UK 44 AA8 & 49 449 712 5 dolg f4o] 2z 7}
1

A @A dAske S Ay

A

o
X
1
[0
ol
(%)
<

24
[©]

=
=)
3r
2
1
(@)
o
rx
)
i
i
v

Step1 [Main Menu] -> 1. [System]

System setting. Select a number : 6
Step2 ARP #H7 A AFF7IE AGIUT 1-14402714 HA 7bseid, 71E@e 122
AR o] QlHFU.

Enter Excess ARP Packet suspension period(sec)
Enter the value : 1

99 AAAES ‘2-1-4. Maximum ARP Packet per sec’oA] A3 Huhzk

A$ 1% %o ARP #7 245 100 1| vte 2 Adetes AR JS5UT.

o
sl
K%
]

2.2.6. Password

IPScan Probe = MI& =21 Al Password JI & & 0

(e]]
=0|J] ol BFEAl == Probe Xl A0l Password & A&l

Step1 [Main Menul -> 1. [System]& ¥ 3taL, [System] wlrellA 7 HES &gy,

System setting. Select a number : 7
Step2 Passworde 15#F2] o]ate] sexteh Gt =
of gk At glom 7|HEAge] BE £4 8 E

Enter a new password : sk
Confirm the password : sk

Password & 924l A &= A3

Probe & F+Y3H4l tlg

=9 Password 7} A& = &

S 749+ [PScan
Ao FofstA 7] upgyT,

fato}
t
rlr
e
>,
N
wy af

15
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2.3. LAN

IPScan Probe Jt HIE/IIAN Hsd = UAESE UERKID & 432 LG

Step1 [Main MenulollA 2, [LAN]S Aegr},
Step2 o}#9} Z2 WwslHe] vEhH AAsaA sk Wlwe HIEE dgsta [EnterlE
1. IP [192.168.101.20]
2. Netmask [255.255.255.0]
3. Gateway [192.168.101.1]
4. Master Server IP [192.168.101.10]
5. Secondary Server IP [0.0.0.0]
6. Connection Port [30001]
7. VLANID 0]
8. Speed [Auto]
0. Main Menu
MAC Address [00-00-00-00-00-00]
Serial No [V SXXXXXXXXXXXXXX]
No LIRS A
1 |IP A ZFo 2+ IPScan Probe o] IP F£4 AA
2 | Netmask B g AR
3 | Gateway AolEg o] IPF4 AA
4 | Master Master IPScan Server 9] IP ¥4 AA
Server IP
5 | Secondary | IPScan Server o x| @A Al 3 =38 )8 Secondary IPScan
Server IP | Server 9] IP 54 AH
[PScan Server & Master ¢} Secondary Server %= H3Jslo] AFg3h
~ 7% IPScan Probe £ Master [PScan Server 2] 23 §5& F7|4o=
A AstaL, o]ao] WAl Alolli= Secondary IPScan Server & A5 H&ES
Aleste] =" dolee #4 glol DB AHE oy HFS
A= 3} Probe = A 2% Master or Secondary Server ¢ 14
Aol o]ito] WAlE Alout T}E Server & E4l AIAE A=l
et dA) dA4%F Server 7} Secondary il dtHElE A AbEjdl
ool WASA] e o4 Master Server o dZ EIE A A3A
Zs4tt
Master Server 7} A3} %= AlFHel| Secondary Server i+ @A
AN A HEEo] ¢l EE Probe 94 Master Server & H&ES
fre=stAl gyt
6 | Connection | IPScan Server ¢} Probe 3¢ &4 XEE AA3Ud. 7|2 HAA #H2
Port 30001 WYYtk  Probe oA e WAHSH IPScan Server 9
(MW AFAR]ANME Port 35 WA oF $c)
7 | VLANID | Probe 7} 43 th99] VLAN ID & A%, VLAN & AM838H#4] @& 4% £+
Default VLAN & AF83 A9 0S AA
8 | Speed Ethernet £X=5 24,
Auto / 10M-Full / 10M-Half / 100M-Full / 100-Half & A=,
O | Main Menu | Main Menu & ©|%
MAC Address Probe ¢] MAC F4
Serial No Probe ¢ A&¥d W&, Probe A A gy}

16
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2.4. Return to Default

Poh
tol

IPScan Probe 2| 2E && 3t0l =JIst&LICH gtH
ATE B2 AMEol DedotAlD AEoHAI Dl HHELICH

Il

el JIES &8 &0l 25

Step1 [Main Menu] -> 3. [Return to Default]& =gt}

Main Menu. Select a number : 3

step2 =713t ¥ F5F5 AP Initialize the system setting to default? [Y/N] :
2.5. Save

[Main Menu] ZO0IA [System]t [Operating Configle €& W0l HA= AL
H2 && g0l HZELICH

=
0z
ol

Step1 [Main Menu] -> 4. [SavelS A€shd W3 E W&ol Adgych

Main Menu. Select a number : 4
Save Config -

2.6. Save & Apply
[Main Menu] Z0A [LAN]F [Take Over]Oll CHEH &AS BAMNS AL A=ZEHLICH

Step1 [Main Menul -> 5. [Savels Ad¥atd wAE W&ol AFE} SAlel Probe ¢
SE&ZEIaF] A AFE Y

Main Menu. Select a number : 5
Save Config -

A Fol= Lgxzg @) A A zro] ¢hixE w7 Probe 949 ddo] E7A vt}

<
(=]
=
(1

¢ [Save] 7]%5& Al~®l 2 [PScan Probe W¢] $&IZF WS A A2elx] il HlE
Aste 7159 WA [Save&Applyle A FAld SE&EZZ o] A AR
IPScan Probe7} Al 7Fas = dioll Hdl 10x3ke] Alzke] &89 4 dFUT o] Az &<t

2 ProbedA dHlolg & 3hA gornZ FH o]y £4 Al o] AIZtThEe] ulolH

ol sl& 4 syt

2.7. System Shutdown

Step1 [Main Menu] -> 6. [System Shutdown]& A1 ®}3t% Probe 7} &3 Ut

Main Menu. Select a number : 6
Confirm Shutdown System? [Y/N]

A s AdlE A9 2922 o 8okt Probe® 0S7F Al A1Z Ut

17
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2.8. System Status

Step1 [Main Menul -> 7. [System Status] A®3ld A F< Probe 9 Al=® HA FdE
goler 2= gl&UTh o 7oA EO%X]‘” A WEELS IPScan Probe oA 2 A3
W83} IPSCan Server ¢ Console 914 AAE W&E°] BF B3t}
No RIS A
1 | System Elapsed Time [PScan Probe”7} 7Fsd A/ AREE dAA7A Aae A7

Information | Module O ServerIP | IPScan Server IPF4 % Server®} Probe7} A4 o=
AAE A ARE #A7EA e AT

F/W Version IPScan Probe 9] $&x203 HARFRE A¥
System Type [PScan Probe ¢ A]2®l €}¢]
H/W Type IPScan Probe 2] 3t=9o] €}
2. | Negotiation | Speed Info Ethernetd] 2% XEQ &%
INFO Duplex Info Ethernet £E¢] Ho]F i dlo]x W29 AH

Auto-nego Info A &% ZFH AR

3. | Module 0 IPScan Probe”} ##]dl= P4 ey 2 Static =5 DHCP 374 AHH FEA|
IP Range [PScan Probe?] IP 24 (Host IP) ¥ VLAN ID EA.

IPScan Probe?] Ethernet Porte] Wt AR 3% A] (Port =0)

4 | System IPScan Probe?} #a]sl= IP AFE-bo] tish ok A4 2 rnetre #3 A3
Mode OOR Block Mode (9] ¢ 2] 7|5 A4 A ON
IP Secure Mode [IP B<t] 7]5 A4 Al ON
MAC Secure Mode [9] MAC 22t 715 A4 A ON
G_MAC Secure Mode | [HA] MAC H<t] 7|5 A4 A] ON
Safety Mode [tAx=] A4 A ON
IP Manage Mode [(AH&3h#] @+ 1P#E]] 715 A4 A ON
Port Scan Mode [(AHu] =270 7% AHE A4 Al ON
[

SNMP Manage Mode Switch Port ZYEH] 7|5 44 A] ON
SNMP AutoBK Mode | [Switch Port RUEH] 7|5l [et$EH F& XE
2] 71% A8 Al ON

OFDIP Block Mode IPF4 71383 =3 2] 715 A4 A ON
OFDMAC Blcok Mode 733 MAC A5 2e(Probe)] 715 A4 Al ON

[
[
OFDMAC Group Mode | [717+7 3 MAC A5 2FH(Server)] 715 A3 A] ON
[
[

*DHCP Active Mode DHCP AW ] 7] AR A] ON.

*G_MAC Secu[D] DHCP # A MAC H.<t] 7|5 A& Al ON

Mode

*MAC Secu[D] Mode | [DHCP ©$] MAC H<Qt] 7|5 A8 A] ON

*[P Assign[D] Mode [MACH IR = oA ‘UA|IPEY A4 A] [TEMP IP]

[MACHRIE =] A ‘et A4 A [BLOCK]O.Z #A|

#Block S_IP[D] Mode | DHCP Pool < WA [Static IP A& 2] 7%

47 A ON

1. Port Scan Mode += IPScan Server 9 [MWMAARGF]AA AEHFE AE3taL, Console ©llA
[Au)2=270 AAAE ]S Agsfof On o2 FAF U

2. SNMP Manage Mode & IPScan Server 2] [AWAEAAGE]oH AFLEHFE AE35la, Console ©lA
[Switch Port EUE® A4 ]& AdsfoF On &2 FAF U

3. * Mode & IP Scan A¥ol4 [DHCP AW] A& 34 Fd& Aol FAHA FHFHTH
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2.9. Operating Config

Step1  [Main Menu] -> 8. [Operating Config]lZ A#ad t}-&3 o] gk @ SNMP ##&lo]
A Ade & 4 dFYTh
Step2 Operating Config
0. Main Menu
1. Block Packet Type [Broad]
2. Socket Time Out [30]
3. WormSaver Msg Action [Off]
4. SNMP Query Interval [10]
Operating config setting. Select a number :
No IRTs A 7] 3%
1 | Block e o "W P T4 gigdA P T4 FE 59 A | Broad
Packet HAleg Y P F42E Aol & A9 Probe oA A3
Type Ak wZle] FHE AATYY
2 | Socket IPScan Server ¢ IPScan Probe 79 &4l Al % ti7] A7+S | 30x%
Time Out ARy, dA" A|ZF F< [PScan Server =ZHE AHAA 9]
SEHS wx X AS AZFAAR 22 dA dEdE M
nlAAdo 2 st A HuUth 1-1440 27k A4S 4= AdH5YY
Note ©|u A}-&%+= TCP Port + 30001 W& AMgsla glomz
#Fezte] UEYF Aol WeEy g HAdd AlFo
9thd IPScan Probe ¢ IPScan Server 7Fe] E41S& 93l
HEEA] o] Port & Fol¥®s AAdor gyt 1 vhe] §2l
Port Eol te zpAISH ALk 3. BAXEAR'S FFA]7]
CI=ash=g
3 | WormSaver | #&) A2l WEY ] WormSaver Msg & X 3te] AR&slal &= Off
Msg Action | B¢ IPScan Probe oA ZTAEE xad A$ g Ao s
H A A& WormSaver Agent oA HY¥ ZAx oRE HA3tc}
WormSaver Agent Aol AXHo A FAY A eS
TYSHA S A Off 2 BAF Y.
4 | SNMP [PScan 9|4 A|&3l= Switch Port ¥#2]7]6S Al&sta & A, | 10+%
Query [PScan Probe ©llA4 Switch 2 AE 3L 98 F714c=2 Y+
Interval SNMP Query ¢ F71& AAFgUrl 1-1440 E71x AAT

PN R
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2.10. Take Over

IPScan Probell 0I=3t JIsE &8&UL. =€ UWERIAN S e ProbeE 2Yot= J

© 2, Master Probedt 28 = ZHI0 At £M3HALE ZOHOH MI1H A=S22 Slave
Probe?f SHE Al&otL. Master Probedt S 225 H4& s&0HH T Slave Probe
= CHAl THOI&EHZ SOrZLICH Ol 2elXtel Sel&el & g0l Slave Probe= A& &
HELICH Take Overz &2 1822 43F Jts&LICH

Step1 [Main Menu] -> 9. [Take Over]

il
rx
)
b
i
o,

Main Menu. Select a number : 9
Step2 1. Active Mode & A¥l&til, A4 Fol| A= Probe & Master & A A @ 1A, Slave &
AR FAANAE A8t Take Over & 2337 ¢foe{™ [NoneloZ AAY ),

> ACTIVE MODE : None[0] / Master[1] / Slave[2]
Step3 Master Agent IP A 7F

4% 3

Probe 9] 1

2+ IPScan Probe £ Slave & A4 %9 Master & A %] 9= PScan
PF4E A4y

> Select a Number @ 1

> ACTIVE MODE : None[0] / Master[1] / Slave[2]

> Input Take-Over Active Mode : 2

1. Active Mode [Slave]l

2. Master Agent [P [192.132.111.3]

3. Checking Interval [10]

4. Waiting Time [60]

5. Virtual Serial [0000000000000000000 ]
6. Probe Login Allow [NO :Read Only]

0. Main Menu

Slave Agent IP A #

A Fo 9l IPScan Probe = Master & AAE 39 Slave & A %] 94+ IPScan
Probe ¢ IP F47F FAEUY. o %7 AA Aole= FAHA &gon, AA Take
Over 7} A3 =™ Slave Probe 7} Login HWHA IP F47F ZIAEYCL #A7F HE
A A syt

> Select a Number : 1
> ACTIVE MODE : None[0] / Master[1] / Slave[2]
> Input Take-Over Active Mode : 1

1. Active Mode [Master]

2. Slave Agent IP [0.0.0.0 :Read Only]

3. Checking Interval [10]

4. Waiting Time [60]

5. Virtual Serial [0000000000000000000]
6. Probe Login Allow [NO :Read Only]

0. Main Menu
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Step4

Step5

Step6

Step7

Checking Interval A3

rlo
=
PN
fftl

4. Checking Intervalg& Mgttt 0-1440%7F4 A4 7}ssta, 71823
AAE o] HFYT

> Select a Number @ 3
> Input Take-Over Checking Interval (5 ~ 1440 sec) : 10

Slave IPScan Probe 7} Master IPScan Probe o] w3t #of oRZ Feldts FI S

AR

Waiting Time A4

4. Waiting Time& A8t} 0-1440%7HA 274 7Festal, 72342 6022 A H
AFU T

> Select a Number : 4
> Input Take-Over Waiting Time (10 ~ 1440 sec) : 60

$19] [Checking Interval] ¥} [Waiting Time]2 7142l #AE 73 o] [Checking
IntervallolA] AAE F715 W&o Master [PScan ProbeE A3 A H+=d], ol
[Waiting TimelollA A3 & AH F7]15 275t %= Master IPScan Probe©lA]
—04“)*0] gle™ Slave IPScan Probe® Take Over H4Yt}.

A3 e Checking Interval < Waiting Time 2] Z7do] A HEE=E A3} o]of 3L,
AL [Waiting Time = Checking Interval * 3 (3 Hi)] o]A}to] E]‘:i A E =
E5UY & 3 W9l Checking Interval 715 233k & $to] ¢l& 49 Take Over
AgstA FYrh

Virtual Serial 2%

D
i
i O, o

5. Virtual Serial & A€t ‘0S Y= [PScan Server 94 Al A& = Algld
M3 S 93Ut} Slave Probe ¥ Master Probe ¢ Algld W3S ¥F3to] IPScan
Server & 4134},

Input Take Over Virtual Serial : O

1. Active Mode [Master]
2. Slave Agent IP [0.0.0.0 :Read Only]
3. Checking Interval [10]
4. Waiting Time [60]
5. Virtual Serial [VSxxxxxxx x]
6. Probe Login Allow [NO :Read Only]
0. Main Menu

Probe Login Allow A3

Master / Slave Probe®] Take Over A EH & }‘L/\]ZHE} Master / Slave Probe % 3&}u}qto]
Probe Login Allow ¢ AH] ZkS Yes®E A& 4= dow, o] A8 zko] Yesel Probe’}
[PScan Server® H&S Al=gUrh vE shus Take Over t7] AHE Eol7HA)
Huo

ol AR AAT 4 e A kol oFy™, Master / Slave IPScan Probe’} A=
Sync/Ack & F1 wror {FXA & AJH gk

o] AA e AANAH(HY Checking Interval ¢He & E t} Yes or No ¢ AHZE 714
F Jout M Sync/Ack & Fu o AAY FHAud
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2.11. Ping Test
IPScan Probe JF HIER A0 HANMO2 HAXJF EU=sX &ole £~ AUSLIC

Step1 [Main Menu] -> 10. [Ping Test]& A&y},

Main Menu. Select a number : 10

Enter the target IP address. : 192.168.101.1
192.168.101.1 is alive. icmp_seq=0
192.168.101.1 is alive. icmp_seq=1
192.168.101.1 is alive. icmp_seq=2
192.168.101.1 is alive. icmp_seq=3
192.168.101.1 is alive. icmp_seq=4> packet loss.
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IP/MAC resource Management and network security solution

www.scope.co.kr

3. 22
0l Z0lM= IPScan 0l AtEot= S84 ZESO0 et 40t
o2 QA E HS&LT

3.1. SHEEEFS 24

3.2. Q&A 25
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3.1. 84 ZE 32

IPScan 2 &32tel S4= S|Xot)|l <ol OteHet 201 15 S&l Port € ALE5tY
U[USLICH Metd 2elke HEHIN 2otz MBS0l JS 8 L= JIE WESRHZA
HNBSLe SHEZE S=52=2 28t ZHE LI ol BHEA =QIStAlLD  AXISHAID]
BHELICEH

Port No | Protocl A

6812 TCP IPScan Probe ¢ Bo(§E&2Z203) o= Al A&

30000 TCP IPScan Console ©] IPScan Server & & Al A&

30001 TCP IPScan Probe 7} IPScan Server 2 A& Al A&

30002 TCP [PScan Server W4 FA4lel A8 (Control Port)

30003 TCP [PScan Server W4 F4lel A8 (Data Port)

30004 TCP [PScan Console ©] IPScan Server & < A] A& (Control Port)

30005 TCP IPScan Console®] IPScan Server® 4 Al A4 (Event Port)

22 TCP [PScan Probe 500A FH|Z SSH A& Al AM&-

23 TCP [PScan Probe JH| 2 telnet A& Al A&

25 TCP IPScan Server 7} ¥l Mu2 SMTP & Al AFE

67 TCP DHCP Server Bootstrap 4!

68 TCP DHCP Client Bootstrap “&41

137 uDP Probe 7} NetBIOS Query

1433 TCP IPScan Console ¥ Server 7} MSSQL % <

1525 TCP IPScan Console ¥ Server 7} Oracle A4

3306 TCP [PScan Console ¥ Server 7} MySQL # <
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3.2. Q&A
IPScan Probe 2| & & 0ot 2l B2 OtcHel QA E & XotAlJl BIELICH

Jlss B8 Z20l IPScan0l Ol&Xl 28 XS ot UsLICH

A) U89 ¢z 4¥UEs golstl =XE Heut

@© $4 IPScan Probe¢} Serverebe] F41S ztetslr] 98l 3l [PScan Probeo| [Telnet]2
2 A%kl 2w [LAN] Hl5rel A (AW IP1S b2 d99 IPF4E WA [Save &
Apply & A3t A, [PScan Serverdl Al [FHRE]E Aste] B AA &l dig A
Al AgE AdE = AdFYH

@ IPScan ConsoleoA] aFet®l IP/MAC o 3k [o]HIE Z1]oA] FA|HoRE ojul zgto]
HA=A g

@ [tF IPIMLDE ZAEE IPFAd [IP 24T 1P )akd]o] AA = gleA 2l
Ut o5 P AF BE ARSSE IPE Tt o® [PagsHA] o eyt et
A, Ay YEQ A drlel= [P 28xd] 7les A4skA & e d4dsta sy
71Ee AR A AL afAlE] FA17] vk oh

@ 9o YHeow AdA e FHd 4

I A CTMES A FA A

To
LT
i
=
o
(=,
il
Ll
i3
)
QL
>
a
‘orlnl
oM,
o
=2
rr
Ak
£l
m
ot Jr

olol A [Ad/oHE =l Y B
[PScan  ProbeE AEetrla A4S Adste] Y2 AiE Hdz AHE
techsup@scope.co.kr2 R UFA]7] vz},

Q) IPScan0| Xt JIs8 8otk Rot
A) CtSel 20 et &8e e
D 1IPScan Console®l|A] 3|E Probe”} [oFd BE=]2 A H o =4 EATY
[FAR=]2 AN s Aeoe BT AAugo] A HEYZ A AR ¢,
[PScan Server’doll gt Al E ol A Hal = Asolmz [tAdm=]dAE Aok
@ MAC F2o gk gt o)ido] AAS 4= Routertd Switch59 EAdol wal MAC
Table =4 ¢] ojA= A5l v ProbecllA 2hgt MAC Hell= &
AT MACLZ 7H3te] BA4lo] o]Fo] A& A7 AT & AdFuUn. ol#st Ago&
o+ Gateway ZAH|E [MAC £
HE SA dEFo2H MAC Adt 7|5S 983
® IPScan Consoleol|A] @A A& F< IP7F 28913 o2}l w02 9 7h=x] 3913
FA17] vlEUct o]¥l 9+, [PScan Server$} Probe’} |A/a|A 7 vrEE = F9dyrc).
oj¢} e Aol WENT A2 Feldl EA7F A=A gelstMoF it

I
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Q) IPScan Server2t HZ0| T X A{SLICH
(o]

A) CtE82 ¢Hs=2 =olg = USLICH

(D IPScan Serverdl A Probe® ping % telnet = A =3l a2 AHZS A

N

A FU

7kl Ping 237} 100ms °]44e] $x2 e, 2 B & Pl Bt pingol thaiA
AA %2 10ms ©|8t&E U} Ao IPScan Probe #H|9] =37 <13 A= ot

g 5 dFdth

Telnete]t} 2% 2 Probeol H&314 [Main MenulolA 2. [LAN]S a3} [PScan

Server?] IP F47F %A A H o] =2 AT

¢
—-—' o

s

S
wn
Ie)
IS
=]
0p]
Q
<
@
o]
O
2,
fz
r o
[kl
fu
M
o
-
12
OQL—”
il
2
30,
o
6°)
[
r o
ofrt
mu
tio
S
&
)
i
K

&8 E

U EL I A o] W3lHo] HAAwo] S A% 99 o] Server®} Probe7td] Alg% = E41
YEES 55 & A 948 A=Y
o] Aol avlE ollidEt olelel Aoyt HAYPS AF T dEd EE EA VXY #
(techsup@scope.co.kr , Tel: 02-3412-9700) 0.8 F-o]&A ™M A&351A An] A wro s 4= 9l t)
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