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A W3Techs survey from April 2016 shows:[1"]

Rank Issuer Usage Market share
1| Comado 81% | 40.6%
2 Symantec 52% | 26.0%
3 GoDaddy 24% | 11.B%
4 | GlobalSign 19% | 9.7%
5 IdenTrust 0.7% | 3.5%
6 | DigiCert |06% | 3.0%
7 | StartCom 04% | 21%
8 Entrust 0% | 0.7%
9 | Trustwave 01% |05%
10 Werizon 0.1% | 05%
n Secom 0.1% | 0.5%
12 | Unizeto 01% | 0.4%
13 QuoVadis <0.1% | 0.1%
4 Deutsche Telekom | < 0.1% | 0.1%
15 Netweork Solutions | < 0.1% | 0.1%
16 TWCA <0,1% | 0.1%

< 28 : World SSL Issuer Market Share >
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- Ubuntu 14.04 & A%

# cd /root

# wget https://dl.eff.org/certbot-auto
# mv certbot-auto /usr/bin/letsencrypt
# chmod 755 /usr/bin/letsencrypt

V:-# cd /root
- emo-1484:-# wget https://dl.eff.org/certbot-auto
-~ZBlE-IB-B4 02:53:30-- https://dl.eff.org/certbot-auto
Resolving dl.eff.org (dl.eff.org)... 173.239.79.196
Connecting to dl.eff.org (dl.eff.org)1173.239.79.196|:443... connected.
HTTP request sent, awgiting response... 200 0K
Length: 44115 (43K) [text/plain]

Saving to: ‘certbot-outo’

100%[:
2016-10-04 02:53:31 (397 KB/s) - ‘certbot-auto’ saved [44115/44115]

W:-# mv certbot-auto fusr/bin/letsencrypt
:~# chmod 755 /usr/bin/letsencrypt

- Ubuntu 16.04 & A2 (5= 1 0| BT, 18.04, 20.04 )

letsencrypt = Z[Z20] certbot 22 I{f7|X| 0| F0| HALIUZSLICE Ubuntu HEH2Z letsencrypt -> certbot
oz 23850 AL, & T OFF THo{Lt AMSIME E LTt (%0 215 38¢h

MM —

https://blog.lael.be/post/5107 5/49



23.7.26. 27 9:45 [Ubuntu] Let's Encrypt & A2510] 222 SSL AIO|EE 7&5t= &8 — Lael's World

root@ip-10-12-14-28:~# apt install letsencrypt
Reading package lists... Done

Building dependency tree

Reading state information... Done

Note, selecting 'certbot' instead of 'letsencrypt’

certbot is already the newest version (0.40.0-lubuntu@.1).

® upgraded, @ newly installed, @ to remove and @ not upgraded.
root@ip-10-12-14-28:~#11 /bin/letsencrypt

lrwxrwxrwx 1 root root 7 Oct 26 2020 |/bin/letsencrypt —> certbotx
root@ip-10-12-14-28:~# |}

# apt-get install letsencrypt

otEss | -demo-1604 ;-# opt-get install letsencrypt

Readlng package llsts . Done

Building dependency tree

Reading state information... Done

The following additional packoges will be installed:
dialog python-acme python-cffi-backend python-chardet python-configarg
python-funcsigs python-idna python-ipaddress python-letsencrypt pytho
python-pkg-resources python-psutil python-pyasnl python-pyicu python-
python-zope.event python-zope.hookable python-zope.interface

Suggested packages:
python-letsencrypt-apache python-letsencrypt-doc python-configobj-doc
python-funcsigs-doc python-mock-doc python-openssl-doc python-openssl

The following NEW packages will be installed:
dialog letsencrypt python-acme python-cffi-backend python-chardet pyt
python-funcsigs python-idna python-ipaddress python-letsencrypt pytho
python-pkg-resources python-psutil python-pyasnl python-pyicu python-
python-zope.event python-zope.hookable python-zope.interface

@ upgraded, 32 newly installed, @ to remove and 75 not upgraded.

Need to get 1,910 kB of archives.

After this operation, 18.9 MB of additional disk space will be used,

Do you want to continue? [Y/n] vl
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Gandi.net: Domain Names, Web Hosting, SSL Certificates and Emails - https://www.gandi.net/

|5 A= Domain Control Validation 2 A X0f =82 5= QICH YAI0] = Q10| QICtH AISAE Ea
eiCt.

Domain Control Validation 2 2 Ct29| 37X| o 2 O|F0fZICt,
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(https://docs.gandi.net/en/ssl/common_operations/dcv.html)

https://blog.lael.be/post/5107

Ht
|

mjo

6/49



P

23.7.26. 27 9:45 [Ubuntu] Let's Encrypt & AH83510] £ 22 SSL AIO|EE #55= 4
Let's Encrypt = /2| =0 Q! QIZHH & 3HM Ol Validation by file S AFE35}0] Q1B Lt (X| 2 Let's Encrypt
Ol A Validation by DNS A= X| A5t & HPZ QUL SFX|TH O] A2 0] 20|M CHEX| AZUCt)

— Lael's World

hefM A sy =0 1o tiet HTTP & %0| 7Hs3HoF

o

Ct.

MHE 1% HI '&E B HTTP & BA 278t 30| -> ASME g2 -> HTTPS & 7t &78ot= T

X
Il
lﬂ
_u_
o
mol'
_I_
__I",

O[0] HTTPS & A8t US BF -> ABAME E52L -> HTTPS AEAM LA st= BHAE AHMOF 2 A0

C}.

T2IHO| FIHEXE 5= AL

letsencrypt certonly --webroot --webroot-path=/home/myuserl/www -d myuserl.com

oAl 2 :

letsencrypt certonly --webroot --webroot-path=/home/myuser2/www -d myuser2.com

*ofA 3 d2| AEE (RE =0 www EHQ SAI2IE)

letsencrypt certonly --webroot --webroot-path=/home/myuser3/www -d myuser3.com -d

Www.myuser3.com

Ol Xl 4 -

letsencrypt certonly --webroot --webroot-path=/home/myuserd4/www -d myuser4.com -d

www.myuser4.com -d blog.myuser4.com -d myhome.myuser4.com
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Apache AFEXC| AL : https://blog.lael.be/post/73#apache2.conf
Nginx AFE XS] AL : https://blog.lael.be/post/2600#myuser1.conf

- Ubuntu 14.04
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IMPORTANT NOTES:
- Congratulations! Your certificate and chain have been saved at

Jetc/letsencrypt/1ive/ssl-demo-1404 . 1ael .be/fullchain.pem. Your
cert will expire on 2017-81-81. To obtain a new or tweaked version
of this certificate in the future, simply run letsencrypt ogoin. To
non-interactively renew *all* of your certificates, run
"letsencrypt renew"

If you lose your account credentials, you can recover through
e-mails sent to admin@lael.be.

Your account credentials hove been saved in your Certbot
configuration directory at /etc/letsencrypt. You should make a
secure backup of this folder now. This configuration directory will
aglso contgin certificates and private keys obteined by Certbot so
making regular backups of this folder is ideal.

If you like Certbot, please consider supporting our work by:

Donating to ISRG / Let's Encrypt: https://letsencrypt.org/donate
Donating to EFF: https://eff.org/donate-1e

sl-demo-1484:-# ﬁ

- Ubuntu 16.04 Z=283

IMPORTANT NOTES:

- If you lose your account credentiols, vou can recover through

e-mails sent to admin@lael.be,

Congrotulations! Your certificate and chain have been saved at
fetc/letsencrypt/live/ssl-demo-16@84.1ael .be/fullchain.pem. Your
cert will expire on Z817-01-81. To obtain a new version of the
certificate in the future, simply run Let's Encrypt again.

Your account credentials have been soved in your Let's Encrypt
configuration directory at /etc/letsencrypt. You should make a

secure backup of this folder now. This configuration directory will
also contain certificotes and private keys obtoined by Let's
Encrypt so making regular backups of this folder is idedl.

If you like Let's Encrypt, please consider supporting our work by:

Donoting to ISRG / Let's Encrypt:  https://letsencrypt.org/donate
Donating to EFF: https://eff.org/donate-le

/etc/letsencrypt/live/[RI S M B/ {1 X|0| &= EICE
cert.pem - 2S5 A Lt

chain.pem - 215 A ZZ Xt ot
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fullchain.pem - cert.pem 1} chain.pen 2 StLt2 2N &2 ot

privkey.pem - 5L 2 E S| =5t= 74217

#TIP : O] 23 =l QIS A THY2 HAME ASMHTTPS), HILMH S M(IMAPS, POP3S, SMTPS), VPNA
B QIZM(SSTP), =2 HAHAIFE ASM(MSTSC), Gitlab, OwnCloud 52| =2 AL & 5= ULt
(BN Bt=A| HLIBH0FSH= HAZZO| H7| X2

Apache2 MHO| A& cert.pem, chain.pem, privkey.pem S AH2SfL|CH

Ngi

inx A{B{0| A= fullchain.pem, privkey.pem & AHE&FL|C}

Apache2 H-E49H : https://blog.lael.be/post/73 13 &=S EASHCH

VCoOoONOTUVTD WN R

Ngi

SSLEngine on
SSLProtocol all -SSLv2 -SSLv3
SSLCipherSuite ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-GCM-SHA256: ECDHE-RSA-AE!

SSLHonorCipherOrder on
SSLCertificateFile "/etc/letsencrypt/live/mysitename.com/cert.pem"

SSLCertificateKeyFile "/etc/letsencrypt/live/mysitename.com/privkey.pem"
SSLCertificateChainFile "/etc/letsencrypt/live/mysitename.com/chain.pem”

nx &9 - https://blog.lael.be/post/2600 16H =S ErARBHCE

dhparam.pem I+22 SHHTH HGSHH ECE (55101 o= 2H7F 25K = B5)

[y

# openssl dhparam -out /etc/ssl/certs/dhparam.pem 2048

1 listen 443 ssl http2;

2 server_name ssl-demo-1604.lael.be;

3 root /home/ssl-demo-1604/www;

4 client_max_body_ size 16M;

5

6 ssl _certificate "/etc/letsencrypt/live/mysitename.com/fullchain.pem”;

7 ssl_certificate_key "/etc/letsencrypt/live/mysitename.com/privkey.pem";
8 ssl _dhparam "/etc/ssl/certs/dhparam.pem”;

9

(%] # Enable HSTS. This forces SSL on clients that respect it, most modern browsers. The
1 add_header Strict-Transport-Security "max-age=31536000";
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# letsencrypt renew
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# crontab
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- Apache2 2 A H

10 5 * * 1 /usr/bin/letsencrypt renew >> /var/log/le-renew.log

15 5 * * 1 /usr/sbin/service apache2 reload
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dom mon dow command

1 /usr/bin/letsencrypt renew >> /var/log/le-renew.log
1 /usr/sbin/service apache2 reload

10 5 * * 1 /usr/bin/letsencrypt renew >> /var/log/le-renew.log

15 5 * * 1 /usr/sbin/service nginx reload

1 /usr/bin/letsencrypt renew >> /var/log/le-renew. log

1 /usr/sbin/service nginx reload

HZ . https://www.ssl.com/article/dv-ov-and-ev-certificates/
X 1 https://community.letsencrypt.org/t/which-browsers-and-operating-systems-support-lets-encrypt/4394

X https://www.bluecoat.com/documents/download/0485e335-7437-4c4e-bfc0-ca5ffc5bfd4d/16f27cf7-
5d59-44b4-b17f-fb04acea369f

EZ  https://www.digitalocean.com/community/tutorials/how-to-secure-nginx-with-let-s-encrypt-on-ubuntu-

16-04
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# cd /etc/letsencrypt/live

# 1s

HEA] 2] ASM =5 E7|E Sl ASXM 0|§S LOH+0{0F Sht.

# letsencrypt revoke --cert-path /etc/letsencrypt/archive/my-

examplesite.com/certl.pem

2 & revoke = 2| SHA| B=Lt AFE 25tE ABAME A AM=Z FO{AM Bz AZIC

CHEt, QISAM ot 8 QIEAM 717} REEIAD, =0 MO Hotof 2X7F ASM, E4o H&L W, revokeS

A SF0M H A

0] E20M X|2H renew € StX| AL =Lt

# cd /etc/letsencrypt/renewal/

# 1s

EEchiE

mjo

TE22 MM X[2L (&Y X 2=

mjo

e T 522 NRISH Fof AEE =2{2f)

https://blog.lael.be/post/5107 13/49



23.7.26. 27T 9:45 [Ubuntu] Let's Encrypt & AH&510] £ 22 SSL AIO|EE 7 &5t W - Lael's World

TIEO| LA THY AH| (Z4)

RIHZ7| ThE A, X =2, QHX| = |1, of2f @IX[o|M =0l E2C S HESHo], APHSHH ZICt

1

# /etc/letsencrypt/live/

# /etc/letsencrypt/renewal/

apache Let's Encrypt nginx SSL  StartCom TCP/IP  ubuntu FZ22ZA

Comments

oHISIN R -
20164 108 92 at 27X 2:02

FEE 16,04 Itsof M2l http2 HEL Y ZA| ZAZFH £ LIR?

St =& Bl 2 JAELICH
@ HYEONG HWAN, MUN -
20164 102 112 at 2% 1:05

HESHM 2.
https://blog.lael.be/post/2600 =2 [It2tSHA|H https2 7F =& L Cf.
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